






































	RE: Proposed Interagency Guidance on Third-Party Relationships: Risk Management (Federal Reserve System [Docket No. OP-1752]); (Federal Deposit Insurance Corporation, RIN 3064-ZA26); (Office of the Comptroller of the Currency, Docket ID OCC-2021-0011)
	Dear Sir and Madam:
	Background
	General Comments
	1. The Agencies Should Consider How Improvements to the Process of Developing and Implementing the Guidance Will Enhance its Market Utility.
	2. The Agencies Should Continue Exploring Additional Policies that Would Spur more Agile Supervisory Responses.
	3. The Substance of the Guidance Should Allow for Further Tailoring and Recognition of Market Realities.Benefit of Guidance that Balances Principles-Based Framework with Real WorldEnvironmentIn addition to the harmonization of Agencies' Guidance to provide industry with consistency, ICBA appreciates the balance of the Proposed Guidance. The FAQs provide a concrete and bright-line perspective to help banks manage risk associated with specific issues that general guidance is not equipped to address. For example, ICBA appreciates the Guidance's explicit concession that smaller and less complex banks are not expected to adopt approaches that are instituted by more complex and large financial institutions.ICBA also appreciates the "toned-down" and less prescriptive language of the Guidance, replacing sentences that use "should" or "ensure" with "may" or "typically."Definition of "Business Arrangement” and "Third-Party Relationship”The Proposed Guidance defines a "third-party relationship" as "any business arrangement between a banking organization and another entity, by contract or otherwise," indicating that neither a contract nor remuneration is necessary to constitute a third-party relationship.While ICBA understands that the Agencies intend for this Proposed Guidance to apply broadly across the industry and cover a diverse set of third-party relationships, ICBA is concerned that some non-mutually agreed upon relationships would be covered by defining "business arrangement" so broadly (discussed more fully below, regarding FAQ 4). As such, ICBA recommends that the Agencies include language that clarifies that "business arrangements" and "third-party relationships" must at a minimum be mutually agreed upon, even if no contract or remuneration exists. Placing third-party expectations upon banks that have not agreed to a relationship with other entities would result in an untenable situation that unfairly penalizes banks.Managing Third-Party Relationships with Limited InformationICBA appreciates the Proposed Guidance's treatment of early-stage entities that might not have the full suite of information or data that a more mature third party might have. Similarly, ICBA appreciates that the Proposed Guidance addresses situations where the third party simply will not provide the requested information to a bank. Specifically, the Proposed Guidance strikes the right balance by suggesting that a bank identify these limitations and evaluate the associated risks to determine if they are acceptable.ICBA believes this approach is also reflected by permitting external service organizations to collectively bargain on behalf of banks, and to collect such third-party information and/or conduct assessments of such information. This option will be especially beneficial for community banks that, individually, might not have the bargaining position or capacity to request and receive such information.FAQ on Data AggregatorsWhile guidance on data aggregators is helpful for banks that seek to manage and mitigate risks associated with third-party data aggregators or screen scrapers, ICBA is concerned that the current expectations set forth in FAQ #4 unintentionally places a greater burden on banks that responsibly contract with third parties through ApplicationProgram Interfaces ("API"), yet also places an unrealistic expectation on banks that hold no contractual relationship with these data aggregators (sometimes known as "screen scrapers").Relationships between financial institutions and data aggregators are different from traditional vendor relationships. While the FAQ does not consider screen-scraping a business relationship, it still expects that banks manage the associated risk, understand the ownership and business practices of the data aggregator, and monitor data-sharing activities.In cases where there is a business relationship with the data aggregator, protecting and safeguarding sensitive customer information should be the primary focus for third-party risk management. A security breach at the data aggregator could result in fraud or identity theft potentially causing reputational risk and financial liability for the bank. ICBA is concerned about the FAQ's assertion that financial institutions must conduct due diligence in cases where the bank does not receive a direct service from a data aggregator and does not have a business arrangement. Additional burdens are placed on community banks that want to honor the consumer's desire to share their data with a financial application.Guidance and Authorities Relating to Significant Service ProvidersAccording to the 2020 ICBA Core Processor survey, 63 percent of community banks have used the same core processor for six years or longer, and more than a third have maintained their relationship for 20 years or longer.As a recent Congressional Research Service report noted, it is costly for community banks to conduct appropriate due diligence and to ensure compliance with relevant regulatory requirements when selecting and monitoring significant service providers ("SSP").20Congressional Research Service, "Technology Service Providers for Banks," (June 2019). We encourage the Agencies to build upon the Proposed Guidance and use authorities conferred under the Bank Service Company Act to consider sharing the results of SSP exams with banks that are not clients of the SSP, as ICBA has advocated for in the past.ICBA is pleased to learn that some Agencies are considering making the results of those examinations available to all banks, providing the benefit of the knowledge thatsupervisors have about their potential service providers.21See Governor Michelle W. Bowman, "Direction of Supervision: Impact of Payment System Innovation on Community Banks," (Feb. 27, 2020), remarks made at, "Age of Advancement: The Intricacies of a Digital World" 2020 Banking Outlook Conference sponsored by the Federal Reserve Bank of Atlanta, Atlanta, Georgia, available at https://www.federalreserve.gov/newsevents/speech/bowman20200227a.htm This would have the added benefit of banks knowing which fintechs are already supervised and evaluated by a federal banking regulator.Due Diligence and Monitoring of SubcontractorsThe Proposed Guidance discusses risk management of subcontractors in several places, noting how a bank "typically considers" implications or risks associated with subcontractors, or evaluates and contracts for notification and third-party controls over subcontractor relationships. While the risk posed by subcontractors is something banks should indeed acknowledge and account for, not all subcontractor risk is of equal concern of potential harm to the bank. For example, a third party's use of a building's professional services may meet the definition of subcontractor, any associated risk that could affect the bank is limited. Similarly, though a subcontractor might constitute a critical or significant relationship for a third party, that subcontractor would not necessarily be considered critical or significant to the bank, such as a payroll provider.As the Guidance is currently proposed, there does not appear to be many instances of differentiating subcontractors based on when they're critical or significant,22An exception to this is found in FAQ 11, which flags, in part, "whether subcontractors provide services for critical activities." However, even under this exception, the Guidance is not clear whether an activity is "critical" for a bank or for the third party. but rather discusses subcontractor risk in blanket terms. While ICBA firmly believes that banks have discretion and business judgment to contract and expect services, controls, and management of subcontractors as they see fit, we nonetheless recommend that the Proposed Guidance limits its discussion of subcontractor risk to relationships that are of critical or significant importance to the bank, itself.

	Conclusion

	Sincerely,


